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National Cyber Security
Awareness Month (NCSAM)

 Oct 22-26, National Cyber Security Awareness Month, Week 4

 Theme 
• Safeguarding the Nation’s Critical Infrastructure

 Purpose
• Our day-to-day life depends on the country’s 16 sectors of critical infrastructure, which supply 

food, water, financial services, public health, communications and power along with other 
networks and systems. A disruption to this system, which is operated via the internet, can have 
significant and even catastrophic consequences for our nation. Week 4 will emphasize the 
importance of securing our critical infrastructure and highlight the roles the public can play in 
keeping it safe. In addition, it will lead the transition into November’s Critical Infrastructure 
Security and Resilience Month, which is spearheaded by the U.S. Department of Homeland 
Security.
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Our Critical Infrastructure Is 
Becoming More Interconnected

“Was Russian hacking of Ukraine’s 
power grid a test run for U.S. attack?”

CBS News, Jun 23, 2017

Dec 2015, 250K Ukrainians lose power 
due to suspected Russian cyber attack.

Why do we need to safeguard our nation’s critical infrastructure?
Our day-to-day life depends on the country’s 16 sectors of critical infrastructure, which supply food, 
water, financial services, public health, communications and power along with other networks and 
systems. A disruption to this system, which is operated via the internet, can have significant and even 
catastrophic consequences for our nation.

To combat cyber attacks to our power grid, the U.S. Department of Homeland Security 
created Industrial Control Systems Cyber Emergency Response Team (ICS-CERT).
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Be Vigilant

Internet of Things (IoT): Cars, appliances, wearables, lighting, healthcare, and home security all 
contain sensing devices that can talk to other machines and trigger additional actions. Examples 
include devices that direct your car to an open spot in a parking lot; mechanisms that control 
energy use in your home; control systems that deliver water and power to your workplace.

The Mirai botnet took advantage of insecure IoT devices and 
amassed an army of remote controlled soldiers used in 

Distributed Denial of Service (DDoS) attacks. Largest in history. 
CSO online, Mar 9, 2018 

Internet of Things (IoT) set to top 11 billion in 2018
Forbes Magazine, Jan 4, 2018

How To Secure The Internet Of Things

Use a network firewall, update your 
devices, choose reputable 

vendors, keep strong passwords, 
use a virtual private network (VPN)

Forbes, Apr 13, 2018 
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National Cyber Security
Awareness Month (NCSAM)

Thank you!
This concludes 2018’s National Cyber Security Awareness Month. 

If everyone does their part, implementing stronger security practices, raising community 
awareness, educating vulnerable audiences or training employees, our interconnected world will 

be safer, more resistant from attacks and more resilient if an attack occurs.

Thank you for your participation in ensuring that the United States Air Force is held to the highest 
cybersecurity standards. 

For more information, please contact your local Cybersecurity Office 
or

MAJCOM Cybersecurity Office at:  AMC.Cybersecurity@us.af.mil

“The potential consequences of compromised data could be serious, not just for 
you and your families, but for the readiness and resiliency of this department.”

Secretary of Defense James Mattis, 21 June 2018


	National Cyber Security� Awareness Month (NCSAM)
	Our Critical Infrastructure Is Becoming More Interconnected
	Be Vigilant
	National Cyber Security� Awareness Month (NCSAM)

